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Abstract

This report presents the GReCCo approach to Aspect Oriented
Modeling (AOM) using Generic Reusable Concern Compositions.
GReCCo offers an AOM-based framework to promote and enhance
the reuse of oblivious concern models. We focus on software design
patterns, which represent complete solutions to recurring concern-
specific problems. We have developed a prototype generic trans-
formation engine written in ATL that can be used to compose two
concern models specified in UML.

We first describe the GReCCo approach and the offered compo-
sition types. In the second part, we illustrate the GReCCo approach
on a case study in the domain of Electronic Health Information and
Privacy (EHIP). We start from a description of the base part of the
application. On top of this application, we apply several reusable
concerns using the GReCCo methodology.
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Abstract. This report presents the GReCCo approach to Aspect Oridhbed
eling (AOM) using Generic Reusable Concern CompositiorReGCo offers
an AOM-based framework to promote and enhance the reuseliviools con-
cern models. We focus on software design patterns, whictesept complete
solutions to recurring concern-specific problems. We haeeldped a proto-
type generic transformation engine written in ATL that canused to compose
two concern models specified in UML. We first describe the GBe@pproach
and the offered composition types. In the second part, wstitite the GReCCo
approach on a case study in the domain of Electronic Heaftirrivation and
Privacy (EHIP). We start from a description of the base pathe application.
On top of this application, we apply several reusable cargasing the GReCCo
methodology.

1 Introduction

Aspect-Oriented Modeling (AOM) is a recent developmenadaym that brings Aspect-
Oriented Programming (AOP) to a higher abstraction levaisigg Model-Driven De-
velopment (MDD) techniques. Following an AOM approach, vea enodel certain
concerns of a complete solution separately, and compose tiseng model weaving
techniques. AOM is a particular approach aiming at modzilagiand composing con-
cerns within software models, and can be considered as dabpase of an MDD
approach.

If AOM is going to bring an increase of efficiency in softwaevelopment, we need
to make sure that it is possible to write concern models ondee@use them in different
contexts. If one has to model a concern and write a compaditamsformation every
time from scratch, the gains of AOM will be diminished sulnsi@ly. However, there
is a need to define criteria that make a given concern reusable

In this paper we define and characterize reusable conceralmatle provide sev-
eral key criteria that we believe are crucial in enhancingcesn model reusability.
We have developed a graphical framework that can model aiodytpe of concerns
and specify their composition using a composition modelHake a prototype generic
composition engine implemented using model transformatio ATL [1], which can
compose UML concern models.



In section2, we define the key requirements that are necessary to impomeern
reusability. We also comment why current AOM approachesecshort in achieving
some of these requirements. In sect®, we present our approach in details. We
then describe the different composition mechanisms of tee@c Reusable Concern
Compositions (GReCCo) approach. In sectipwe present a case study and apply our
approachto it. In sectiof, we evaluate how GReCCo improves reusability by tackling
each requirement presented earlier. In sedfiowe present some related work. In the
last section, we conclude and outline future work.

2 Concern Reuse

There is no clear notion of reuse for concern models in MDDgg®osed to other soft-
ware engineering approaches. Hence, we need to define aratthae what makes a
given concern model more or less reusable.

2.1 Requirements for reuse

We define a reusable concern model as an independent sdiotiarknown concern-
specific problem, which can be used in several contexts ym®required assets. Dif-
ferent contexts mean for instance different applicatipngjects, companies, domains,
etc. However, using this definition we cannot measure hosaigle a concern model is.
This is why we introduce several more measurable qualifiesconcern model, which
we believe are most important in increasing reuse of corscern

Obliviousness: The concerns, represented by their models, should be fullggen-
dently defined from other concerns. The concern compositialh the relevant
parameters, mappings, and any extra weaving directivesuldlpe specified in
a separate composition model. This is also true for the pyinmeodel - a special
concern that models the functional core of a given appticatit should not be
dependent on any other concerns, which might eventuallypb®wosed with it.

Composition symmetry: We should be able to compose concerns not only with the
main application (primary model), but also with each otledependently from
the primary model. This will allow the reuse of concerns witbther concerns.

Interdependency management:There are many (often hidden) interactions between
the different concerns, since they are not always completghogonal to each
other. Such concern interactions can be classified to oneedbtlowing five cat-
egories: dependency, mutual exclusiveness, alternateedlict and mutual influ-
ence PJ. Hence, in order to be able to achieve safe reuse, it shoallddssible
to declare a potential interdependency explicitely, angatdat when composing
different concerns.

2.2 Current approaches

There are many AOM approaches, each pursuing a distingligbal and providing
different concepts as well as notations. We consider thaegoazed by the alignment
to phases criteria introduced by Op de beeck et3l.



AOM approaches aligned to implementation Some AOM approaches have no high
level modeling concept that maps the design to the concdemdified during require-
ments phase. Typically they provide only notation mechasitr AOP-level concepts
such as join points, pointcuts, advices, et5)6,7]. Even though this allows the mod-
eling of a given concern in a certain manner, these appreaereain too close to
the implementation level. Such approaches typically usd Wd/specify what we call
the primary model. For aspect-specific concepts, a lightfméJML extension is usu-
ally used. This is advantageous in terms of tools, since Ukdifiles are supported by
almost any UML tool. However, these approaches do not sagtediven our reusabil-
ity criteria. Concerns are often implicitly dependent oe 8tructure of the primary
model, which means that obliviousness is only unidire@lioAlmost all implementa-
tion aligned approaches support composition asymmetrasfimmetrical composition
typically models the primary model and the concerns whidlactoss it as separate en-
tities. It is said that crosscutting concerns are composé#dtive primary concern. It
is impossible to compose crosscutting concerns with edwoér.din addition, these ap-
proaches provide no means to declare and detect concertiepndencies.

AOM approaches independent from implementationSeveral other approaché}d,10]
are implementationindependentand provide higher-leeelranisms for concern mod-
eling and composition. These approaches are by defaultraosable, as they are more
abstract in nature. They are based on UML metamodel extessmwever, none of-
fers appropriate tool support yet. Even though most of thraplicitly support concern
reuse to some extent, they do not explicitely focus on reeae of these approaches
provides means to declare and detect concern interdepeirdeMoreover, most of
these AOM approaches use template parameters that cortbteatoncern re(use), as
they predefine the contextin which the aspect can be usesinTdles concerns implic-
itly dependent on a primary model, which must bind concrégments to the template
parameters.

In this paper we introduce a conceptual framework for reggrésg concerns and
specifying their compositions with other concerns, whitlpioves the support for reuse
by tackling each of the requirements listed above. In agldjtive reuse existing work
[11] that solves the problem of declaring and detecting condependencies on other
concerns.

3 Generic Reusable Concern Compositions (GReCCo)

In this section, we first describe the general principle beélthe GReCCo approach.
Then we present the specifics of the composition of concertetsoln addition, we
discuss the problem of concern interactions and show howxiatirgy solution can be
plugged into our approach.

3.1 General Description

The GReCCo approach is used to compose concerns reprebgritezlr models. We
decided to constrain the number of models to two in each caitipo step. We rep-



resent each composition step as the Greek letter upsWpnrhe left and the right
branches of the upsilon contain two concern models. In theee make a separation
between a primary (or base) concern and other concerns. fiiln@ry concern rep-
resents the (functional) core of the application. The réghe concerns represent a
whether or not crosscutting concern that is modularizedaarzdatter stage composed
with the primary concern. However, our approacksysnmetric and in practice it is
unimportant what kind of concern models we are dealing with.

Along with the two concern models we also provide a compasithodel that in-
structs the model transformator how the two models shoultbb®osed (figl).

Concern Models 1 and2 describe the structure of the concerns using UML class
diagrams and may contain behavior specification using UMjusace diagrams. The
Composition Model, which consists of UML class and sequence diagrams, specifie
how the concern models are composed by defining all composspecific parameters
and their bindings. This assures tigiviousnessof the two concerns. Since ti@om-
position Model defines the model composition, it is not independent as aaptusthe
source models, i.e., it is useful only if the related modglisteas well.

Elements that are not referenced in @amposition Model are copied to th€om-
posed Model. The rest of the elements are modified by the composition eraggaord-
ing to the specification, which will be described in detaitfie following section. From
these three input models, using a generic composition engi@ can obtain a generated
outputComposed Model (fig. 1).

Concern Model 1
(UML2 class & sequence)&

‘ Composition Model ‘
(UML2 class & sequence + profile)

\ GReCo
engine

‘ Composed Model
(UML2 class & sequence)

Fig. 1. General Approach

As mentioned previously, our approactsignmetric as it does not require one of
the input concerns to be a primary model. It can be used in teparios, even though
it does not make any difference for usage of GReCCo in pmctic

— the first scenario realizes a symmetric approach where amgdwcern models can
be composed (fig),

— the second case is used to realize an asymmetric composgitiere a concern,
represented bilodel 2, is composed with a given primary model, represented by
Model 1 (fig. 3).



M12345

Fig. 2. Symmetric Composition Fig. 3. Asymmetric Composition

Currently we have successfully applied our approach orgdgxtterns by the Gang
of Four (GoF) L2] and on security pattern4 §).

3.2 Composition Specification

In order to compose two concern models, we need to specifgdhgosition in the
Composition Model. We consider the structural and behavioral concerns ofdhgpo-
sition separately. Obviously, entities which are not imeal in the composition specifi-
cations are copied to tHeomposed Model as they are, without any modifications.

Structure From the point of view of one concern model, we differentizaveen three
types of basic compositions that can happen to a singleye(itf we can add a new
entity, (2) we can modify the properties of an existing emntitnd (3) we can remove
an existing entity. As we are dealing with structural mogdeds discern between four
types of UML entities: class, property, operation and aission. When two concern
models are composed, there are some additional compasifiat can occur to the
input element(s). Two elements from different models cambeged to obtain a single
entity with the combined properties. This merging makessamly for class entities.
Finally, some concerns introduce roles and/or templat@paters as semantic variation
points, which should be instantiated by using concrete UMitities. Hence, it should
be possible to indicate that a given model element is simpéyrgplate parameter, and
must be instantiated by a concrete entity.

Add The composition of two concerns may need to add new entii@sinstance, we
might need to add an association between a class from eahk obhcern models. In
order to do so, we simply add the entity to the mapping modekag it with the UML
stereotype< add >>, which will indicate that this is a new entity that must be eddo
the composed model.

Modify During composition, we may need to modify some existingtiersti For in-
stance, we might need to rename an element because anothalready exists with
the same name. We specify this by marking the element to béfiemdavith the <

modi fy > stereotype. We indicate the UML property, which needs to bdified, and



the modified value using a stereotype attribute (called @tagVL 1.x). Each stereo-
type attribute will have a hame, indicating the UML propétfigt should be modified,
a type, which is the same as the UML type of the property to bdifieal, and a value
indicating the new value. If several UML properties of a givéML element need to
be modified we will use several stereotype attributes ang ardingle< modi fy >>
stereotype. For instance, if we wish to modify the name ofvemiclass, we need to
place a< modify > stereotype on the class, and fill out theeme stereotype attribute
tag with the new name of the class.

Remove Due to the composition of concerns, certain entities mapimecunnecessary
in the composed model. For instance, a concern may introalu@edirect association

between certain entities, which are already connectedttiren another concern. We

realize the removal of elements by putting tkeremove > stereotype on the element
that needs to be removed.

Merge When two concern models are involved, we sometimes haveabvdéh el-
ements that represent a different view on the same entitsinBthe concern compo-
sition, we need to merge these elements to obtain a singtg @iith combined prop-
erties. In order to merge two or more elements, we need te@ddML association
between the elements and mark it with teemerge > stereotype. Even though dif-
ferent semantics can be associated with the merging, wedimsen to create a new
element which is composed from the properties of the orlgimaelements. By default,
the name of the composed element is set to the concatenatiom wames of the input
elements. Conflicts such as name clashes, mutually exelpsiperties, etc., should be
resolved explicitly by using the modification strategy. dlthat it is possible to merge
more than two elements. In order to do this, we place biranyerge > associations
between the classes.

Instantiate Often, a concern model represents a pattern that shouldstentrated
using elements from the other concern model. A pattern moalgiains a number of
template elements (e.g., roles) that must be bound to ctenelements when the pat-
tern is applied. In addition, a pattern model may containralper of concrete elements
that need to be introduced as new elements in the resultimginas we aim for obliv-
ious concerns, we model all pattern elements as a concrete @m the composition
model, however, we will use the instantiation strategy,clifiells the composition en-
gine that a given concern element is a template that shoubdbed to a concrete one.
In practice, instantiation is similar to merge with the odifference that all conflicts
are resolved by taking the properties of the concrete elenreaddition, the name of
the composed element is kept the same as the name of the oeleraent. To specify
an instantiation, we need to place @ningantiate > dependency link from the entity
that we consider as a template to the concrete one.

Behavior We believe that UML sequence diagrams are a very suitableseptation
for describing the behavior of a given concern, which hastitscture specified by a
UML class diagram. Each sequence diagram represents ancgcemnario. Scenarios,



which are completely independent of each other, are simppyed to the composed
view. Given the structural mapping information, it is stifipossible to devise an algo-
rithm that automatically detects the independent scesalence, this choice is left to
the person that performs the composition of the concerns.

We consider three possible mechanisms whenever two betsndnarios are com-
posed:

— the sequence of messages between the input behavior sr=needs to be deter-
mined,

— a call from one input scenario is the same as a call from ther atiput scenario,

— acall or a set of calls from one of the input scenarios nee t@placed by a call
or set of calls from the other input scenario.

In order to realize the first use-case, we introduce a notioiles to that of general or-
dering from the UML 2.0 specificatioif]] (p. 466). We introduce the general ordering
as a directed binary relation between an event or a set of®geaolosed in a fragment
and another event or set of events. The resulting scendiiitedea partial ordering of
the input events where the direction of the relation in@isathich events should come
first. We use a dependency between the event(s) that shaddguie another event and
mark it with the< genordering >> stereotype. The interpretation by the composition
engine is that the dependency client should immediatelyga@ the dependency sup-
plier. Events that are not involved in any general orderiglgtion are put in parallel
combined fragments blocks.

For the second use-case we use a dependency between thdlsnoar&ed with
the < merge>> stereotype. If we do not use this dependency the call willl@idated.

In the third scenario we use the notion of interaction fragtedrom the UML2
specification. The event(s) that are to be replaced as wéfleaeplacing event(s) are
put in combined fragments. We use tlep interaction operator for the fragments with
a single iteration. Finally, we place a dependency markeelneplace > stereotype
between the replacing and the to-be-replaced fragments.

We introduce a simple authentication concern, which cémsisaClient andServer
entities (fig.4). The Client tries to login on theServer. In case of a successfull login
the Server replies with anOK message. If the authentication failes, eever logs the
failed attempt and replies withtay again message (figh).



1:login()

alt < _2:0K
[]

[else] : save(

< _4:try again__

F Server

+login()
+save()

i I
|
I
Fig. 4. Authentication Structure Fig. 5. Authentication Behavior

In addition, we introduce a simple logging concern, whicimsists of aClient,

Server andDBExchanger entities (fig.6). Every time theClient tries to login theServer
asks theDBExchanger to log the event (fig7).

| :Client| | : Server |

1:login

| : DBExchanger

2:logEvent(), |

Server DBExchanger

+login() +logEvent()

Fig. 6.Logging Structure Fig. 7. Logging Behavior

Firstly, we specify the structural composition. We insiatet theClient as well as
the Server entities from the two concerns. In addition wesip¢hat thelogin() event

from the authentication should be instantiated &agan() even from the logging con-
cern (fig.8).




<<merge>>

Server

Server

+login(o— — — — _ -
+save()| <<instantiate >> “r+login(

Fig. 8. Structural Composition

Then we specify the behavioral composition. We would liketain a composi-
tion that performs authorization and in case of a succdssithentication writes it to a
log. If the authorization fails, the authorization conciself is in charge of saving the
failed attempt. Theogin() events from the two concerns are the same and we place a
< merge>> dependency link between them. In addition, we need to pubdievent()
event after theOK message. We specify this by placingzagenordering > depen-
dency fromOK to logEvent(). As a result we obtain a combined sequence scenario that
performs both authentication and logging in case of a sséaksuthentication. Note
that in case we need to use the logging scenario after themtithtion independent
from the outcome we need to place tkegenordering > dependency from thelt
fragment to théogEvent() (fig. 9).

— =T _ _ _ _ _— _ = T
login() , <<merge>>

alt
] OK

— — T T <<genordering>>

[else] save()

- =41

Fig. 9. Behavior Composition

3.3 Concern Interactions

Our approach can be used to obtain a system that is built by owartern compositions.
Fig. 2 and3 are examples of sample trees that can be obtained if we cemimne than
one concern model.

However, concern models are rarely completely orthoganakich other, but can
relate to each other in a variety of different ways. A conceain be involved in an
arbitrary number of interactions with one or more other @ns. Sanen et all]]
distinguish between five different classes of concern attgons: dependency, conflict,
choice, mutex and assistance. They also provide a condémneework for describing



the relevant information about interactions between corgcthat need to be captured.
The approach comes with a Concern Interaction Acquisitloi\) prototype system
that can be used to describe and query particular conceraations. Fig10 shows
an overview of the expert system. Domain experts add egeeatiout interactions be-
tween concerns to an OWL ontology using the Protdgggnvironment. The acquired
knowledge is automatically transformed into a set of Praldgs. The GReCCo tool
has to provide a specification of a certain concern compustt be investigated for
potential concern interactions. Based on this list, a s€rofog facts is generated that
contains all the predicate definitions that describe thedisoncerns. Both the Prolog
rules and Prolog facts are fed into a Prolog engine that tifreeasoning can detect all
the interactions that occur in the given concern compasifidiis list of interactions is
presented back to the GReCCo tool.

CIA Expert System | Concemn |
i composition ;
Concem c i specification |
on | OWL | g | Prolo Prolog | 4 | Concem | g
| Interaction ontology ru|esg facts Selection
Domain i expertise |
Expert $
Protégé Prolog Found List of interactions |
N P A N Lo
GUI Engine Interactions and solution tactics;

Fig. 10.Architecture of the CIA expert system

Our approach is currently constrained to the compositioondy two concerns at
a time. However, if we keep a composition history we couldrgwdout interactions
with concerns that are already composed during the presgieps. This system is cur-
rently not incorporated in the GReCCo engine, however wietethat it is very much
straightforward to implement it.

4 Case-Study

In this section, we present an application from the domaiglettronic Health Infor-
mation and Privacy (EHIP). We start from a description oflithse part of the applica-
tion. On top of this application, we apply several reusablecerns using the GReCCo
methodology described in the previous section.

4.1 Screening Application

Screening application represents an information systera sfreening lab. Patients
(ScreeningSubject) make an appointment to their radiographic pictufesdening) taken
by a Radiographer. Two differentRadiologists perform aReading of the radiographic
screening. In case the reading results are the, same anatid@onclusion is gener-
ated. Otherwise, a third reading takes place, whereaftethiind radiologist creates a




final conclusion. In addition to the system itself, we hawized an additional client-
server mechanism so that patients can consult their owredl&tame from, e.g., a web
browser Client). RegistryService offers a set ofscreeningServices, each having its own
id. Fig. 11 presents a UML class diagram for the screening lab apmicattig. 12
represents the behavior of a service execution.

i 3 Doctor R oyee
Client Radiologist —Di-name : String
-license : String -salary : double
1
1
acpess * Reading T
. -outcome : int Radiographer
RegistryServer E -results : String
+executeService(id :int)| | Conclusion " 1 | : Client | | : RegistryServer | | : ScreeningService
" i T T
1 -report : String 1\1 jger=oning elecutesenviceid=)
ScreeningService [ (g ccninasubject | 1 1 :idrﬁ.}:z;;date
-id : int T~ ~
:S'SID -_SS‘”FQ +screen() T \
+execute() name : String | |
Fig. 11.Screening Lab Application Model Fig. 12.Execute service

4.2 Application Firewall Pattern

The registry server, introducted in the previous sectionstnensure that only authen-
ticated and authorized clients may use a given service. Adagolution in this case
would be to interpose an application-level firewall that eaalyze incoming requests
for the registry services and check them for authoriza#foclient can access a service
of the registry server only if a specific policy authorize$iblicies for each application
are centralized within thépplicationFirewall and they are accessed through a policy
authorization pointFAP) (fig. 13and14).

Policy
PAP T e —
A PolicyBase = i
Identity S servicelD
Yy IdentityBase +grantAccess| l— —role
- J +check() PEP
= ~+authenticate() +log() —predicate
—credentials +controlAccess() +ir
—roles l +requestService()
- ApplicationFirewall Application
+requestService() +orwardService()

Fig. 13.Application Firewall Pattern



| :Callerl | : ApplicationFirewall | | :PEP| | : PAP | | :IdentityBasel | :PolicyBasel | : Application

> _ |
authenticate()
< — — — — — |

client authenticated

access granted check() I
request accepted e — — = — e — — —"="x= _ - - =
< - - - — — access granted

| | forwardService() | | H
| | | |

| | | | |
| | | |

requestService() requestService() controlAccess()

Fig. 14.Request Service

We want to compose the application firewall concern with thseb We follow the
framework described in the previous section and define thgosition model for the
structure (fig.15). We specify thatpplication, Caller andforwardService() are tem-
plate elements that should be instantiatedRegistryServer, Client and executeSer-
vice() elements respectively. In addition, we need to remove trectlassociation be-
tweenRegistryServer andClient as the application firewall concern will introduce an
indirect link between the two. For illustration purposes, name th&egistryServer
to Server by placing ax modi fy > stereotype on the class, using atageto indicate
the new name.

\]/_ T 77 <<instantiate >> |
<<modify>> |
RegistryServer ]

{name = "Server" } Application
— <<instantiate >> .
+executeService(id :int) & — — — — A r+forwardService() 9

Fig. 15.Structural Composition Model

We want to obtain a composed behavior that actually chahgeditectexecuteSer-
vice call from Client to RegistryServer by an indirectrequestService event. To specify
this we place a< replace > dependency link fromequestService to the executeSer-
vice event (fig.16).



— e e e <<instantiate >>
<<instantiate >> |

| : Client | | : RegistryServer | | : ScreeningService | | : Caller | | : ApplicationFirewall | | 3 PEP| |
I I I I I I
| | | [ o [
loop J 1i executeService(ig=) | | _2: requestService() |
3: execute _ —|T —
] - N
<<replace> 4: requestService() .

5: controlAccess(

10: access granted
é _—e— — -

12: forwardService()

|
1
T
|
|
|
|
|
| 11: request accepted
P
|
|
|
|
|
|
|

Fig. 16.Behavior Composition Model



The structure and behavior of the resulting composed maéeitzown on figl7

and18.

IdentityBase

+authenticate()

!

Identity
—id
—credentials
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Policy

—servicelD
—role
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Server

+forwardService()

ApplicationFirewall

1

*

PolicyBase
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1

1
Conclusion

+requestService() ScreeningService
-id : int
+execute()
PAP e
:?_;Org (r;tAccess() +interceptMessage()
+controlAccess() +requestService()

"
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-report : String

1
perfor

-results : String
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Doctor Employee
Jicense : String| © :2:{2; :: 32:?3«3
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Reading Radiographer
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1

*

cpnduct

ScreeningSubject

-sisID : String
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1
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Screening

-date : date
-image
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Fig. 17.Screening Application with Application Firewall Struceur

Secretary

| : Client | | : ApplicationFirewall | | 3 PEP| | 3 PAPl | : IdentityBase | | : PolicyBase | | : Server | | : ScreeningService
T : T T T T
requestService( requestService) | controlAccess() | | | | |
7 authenticate()
'_ | | |
<. — - — —
client authenticated | | |
| check() ol | |
e — — _ accesb granted _ __ :|:| | |
- - = | | | |
&« — — — — Uaccess granted

request accepted | | forwardService() | | | |
I I I I execute |

| | | |

| | | |

| | | |

| | | |

| | | |

| | | |

| | | |

Fig. 18.Screening Application with Application Firewall Behavior



4.3 Audit and Secure Logger Patterns

In the next step of our case study we would like to add audgingport to our design.
We have selected the Audit Interceptor pattern (figand20) to centralize auditing
functionality. An Audit Interceptor intercepts busine&s tequests and responses and
creates audit events. Audit Interceptor depends on sonueeskagging facility without
which itis impossible to guarantee the integrity of the atrdils. This is why we intro-
duce also the Secure Logger pattern (8and22) which will ensure this additional
requirement.

[ : Client ‘ [ : Auditinterceptor ‘ [ 2 EventCalang‘ [ : AuditLog ‘ [ : Target ‘
‘ request() ‘ lookupEvent| ‘ ‘ ‘
o _event_ _ _ |
* * IogEven"n() ‘ lo ‘
1" 1 JAuditinterceptor —-" Target ‘ ﬁ |
sends forwards
+request() +request() | | request() |
uge{ Iogx | |
EventCatalog AuditLog | |
+lookupEvent() +logEvent() | | \_
+log()
| | | |
Fig. 19.Audit Interceptor Structure Fig. 20.Audit Interceptor Behavior
‘ : Client ‘ ‘ : SecureLogger ‘ ‘ : LogManager ‘ ‘ : LogFactory ‘ ‘ : Logger ‘
T T T
lo lo | getLogger() | |
L toseer _ 1 |
r write
LogFactory logMessage()
+getLogger() ] ] |
| | |
SecurelLogger LogManager Logger | | | |
+logM e(
+log() +log() -write() b I I I I I
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Fig.21.Secure Logger Structure Fig. 22.Secure Logger Behavior

It is possible to apply these patterns to the applicationeh@iy. 17) one by one.
However, we chose to combine the two patterns using GReQ@&bapply the com-
bined pattern on the application model. TheditLog entity in the Audit Interceptor
pattern represents thH@ient entity in the Secure Logger pattern. Hence, in order to
combine the two patterns, we have to merge the two entitie®laging them with a
< merge>> marked association (fi@3). We will also place a general ordering relation
between théog event from theAuditLog object and théog event on theSecurel.ogger
(fig. 24).



AuditLog AuditLog Client
<<merge>>

Fig. 23.Structure Composition Model

[ :Clieml [ : Auditinterceptor | [ :EventCatangl [ :AudilLog' [ :Targetl [ :Client| [ : SecureLogger | [ : LogManager | [ :LogFactory' [ :Logger'
T T T T T T T T T
|71 lookupEventi 1 | | L L o | | |
_event_ _ _ <<genordering>>— W—’D
< o logEvent() j _ - < Jnggerl - - ) :

request() >

write()

Fig. 24.Behavior Composition Model

The structure and the behavior of the combined pattern arersbn fig.25and26.

1..* 1 Auditlnterceptor1 1. Target LogFactory
sends | irequest() forwards +request() +getLogger()

2 oo

EventCatalog AuditLog | [secureLogger TogManager Logger
+lookupEvent() +logEvent() +log() i +IogMessage()
+log() +og() -write()

Fig. 25.Combined Structural Model



: Client : Auditinterceptor : EventCatalog : AuditLog : Target : SecureLogger : LogManager : LogFactory : Logger
T T T T T T T T T

r
| tequesti . lookupEvent |

o o — — !

Jlogger __ _

IogMe§sage()

5 write

request()

Fig. 26.Combined Behavior Model

4.4 Final Refined Application

In the final step we will compose the combined Audit and Setwgging concerns
(fig. 25 and 26) with the combined base and application firewall pattern (figand
18). In order to realize the structural composition, we spettiiat Client and Target
classes from the combined pattern should be instantiatetidogpplicationFirewall
andServer classes from the main application respectively.

ApplicationFirewall _<<instantiate >>
+requestService()
Server <<instantiate >> _

+executeService( id : int)

Fig. 27.Structure Composition Model

In order to compose the behavior we first notice that the angrjusing a secure log-
ger) should be performed before the actual request is passled application firewall.
This is why we use a loop combined fragment around the whagjgihg sequence and
place a< generalordering > dependency to theequestService() event. In addition, as
request() event is mapped tiorwardService() event we place an additionat merge >
dependency to denote that the two calls are the samegjg.
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logEvent() [|] <<genordering> lient authenticate
[ | | - | | |
| | | 4‘“‘*‘;—1‘] | |
| | | L __accesd granted _ | |
cgess grante
I I Mﬂﬂ_,[‘] I |request accepted 7é | | | |
| | lc ogger _ _ | | | ice() | | |
3
\ | | | | I \ execute) |
write !
| | | | | | | |
| | | | | | | |
| | | | | | | |
I
| | | | | | T | [ | | | |
T | | | | | | v #,#-\—-m;e-"\ I I I I I
- - - << >>
| | | | | | o _d-=-T | | o | | | | | |
| | | | - d===—"T | | | | | | | | | |
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| | | | | | | | | | | | | | |

Fig. 28.Behavior Composition Model



Fig. 29 and 30 show the structure and the behavior of the final applicatiodeh
with Application Firewall, Audit Interceptor and Securedger concerns composed

into it.
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Fig. 29.Final Application Model Structure
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Fig. 30.Final Application Model Behavior



5 Evaluation

Our approach represents a framework for AOM using reusairiearns, whereby each
concern is modeled using UML class and sequence diagrarasaggroach comes with
a prototype of a generic composition engine written in AHattcan compose two given
concern models. In this section, we evaluate how our approa tackle the problems
presented in sectioh

5.1 Proof-of-conceptimplementation

We have developed a generic engine that realizes our agporatop of ATL. For a
current working version of GReCCo refer tbg. All the proposed mapping strategies
for the structural composition have been implemented aatlated with a number of
examples. The behavioral composition is not yet fully supgzh In addition, the current
GReCCo engine is limited to a simple prototype and has no@tifipr traceability,
preservation of manual changes during recompositions, etc

5.2 Key requirements for reuse

We have illustrated on our case study how can we use the GRa@@oach to reuse
patterns that modularize a given concern. Each of the cosaesed in our case-study
can be reused in another application simply by creating gmogypiate composition

model.

Obliviousness In our approach, each concern is modeled individually withany
composition in mind. All the composition specifics, suchasplate parameters, join
points, etc., are specified in a separate model, which isuenpgr composition. Given
a certain concern, it is unaware of any other concerns urgicbmposition stage. We
thus achieve complete obliviousness.

Composition symmetry Our framework supports the more generic approach to concern
composition - i.e., symmetrical composition. We consideth& concerns of a system

as equally important. Concerns can be composed not onlytiéthmain application,

but also with each other.

I nterdependency management A real-life system consists usually of many concerns,
each tackling a specific part of the system. These conceensaegly completely or-
thogonal, but rather influence each other in one or anotherkence, in order to have
a cooachieve, concern interdependency management isialgroint. We have reused
an existing framework that helps us understand and managdifferent interactions
when composing different concerns.



6 Related Research

The approach of Jacobson et &] fepresents a use case driven software development
method. AOSD with use cases comes with a systematic probas$ottuses on the
separation of concerns throughout the software develophfiertycle. The approach
provides different means of modularization that allows wraefine application-generic
modules. However, Jacobson’s approach does not focus em,rear does it provide
any guidelines on how to reuse artefacts throughout difteapplications and projects.
Moreover, there is no tool support available.

The Theme approach of Clarke et dl0] provides means for AOSD in the analysis
phase withiTheme/Doc and in the design phase willheme/UML. A Theme represents
a modularized view of a concern in the system. It allows a ldger to model features
and aspects of a system, and specify how they should be cethbin

The Aspect-Oriented Architecture Models (AAM) approachFoénce et al. 9]
presents an approach for composing aspect-oriented delsiggm models, where each
aspect model describes a feature that crosscuts elemehts mimary model. Aspect
and primary models are composed to obtain an integratedrde®@w. This approach
is asymmetric and allows aspect models to be composed otiiyting primary model.

These two approaches are generic and support reuse to stené eowever, both
approaches use a template based mechanism to composeuttigg-concerns. Each
concern comes with a pre-defined set of template parametdesgects the other con-
cern to have a certain structure or a certain functionatitgrder to match these. None
of these approaches allows the definition and detection méem interdependencies.
Theme/UML is a symmetrical approach as any two concerng@neés) can be com-
posed. AAM on the other hand is asymmetric, which furtheit8rits reusability.

Klein et al. [L7,18] present an approach for specifying reusable aspect muukls
define structure and behavior. The approach allows exmigaspect dependencies and
weaving them in a dependency-consistent manner. Howeisepassible to specify and
detect only one sort of relationship between aspects, nadegendency. Klein's ap-
proach is symmetric and aspects can be composed with eagh Biiis approach uses
a template-based mechanism similar to the previous twooagpes for the structural
composition. The behavioral composition is specified usisgmantic composition al-
gorithm. Join points are specified using a pointcut, whiaghlmaseen as a small pattern
scenario. Every match of this pattern against the main sieisaa join point. As op-
posed to this approach we use an explicit join point selaciide believe that in most
concern composition scenarios the pointcut will matchrsia very few and possibly
one join point. In the opposite case, Klein’s semantic wegaf scenarios]9] can be
used in our framework for the behavioral composition.

7 Conclusions and Future Work

In this paper we have listed and discussed what we beliedegreharacteristics for the
enhancement of concern model reuse: obliviousness, catigmosymmetry, concern
interdependency management. We have described a new apgooapecifying con-

cerns and their compositions and illustrated on a caser$tach the EHIP domain. We



have evaluated how the GReCCo approach can help us tacki@gtie key qualities
for improving reuse.

In the future we plan to build a library of concerns and eviduhe approach on a

greater scale. Moreover, we are planning to add traceabilipport to our approach.
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